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Glossary

Client - an entity that concluded with the Bank the electronic banking service agreement.

User - an authorised signatory empowered to use the electronic banking services, that is the person indicated
by the Account Holder that is empowered to access and use accounts in the configuration set by the Account
Holder.

Administrator - a User acting on behalf of the Account Holder that manages the rights of Users awarded by
the Account Holder or when PKO Bank Polski SA is entrusted with the function to parameterise the rights of
the Users indicated by the Account Holder - the User indicated by the Account Holder to view context data,
Context- a set of accounts and the list of Users authorised to use the said accounts in the iPKO biznes
system.

Glossary Data - the data configured by the Administrator that define the relationships in the iPKO biznes
system, that is: signature classes, matrices of account rights, matrices of service rights and operation sign-off
matrices.

Matrix of Account/ Service Rights - a matrix with the list of rights (to accounts, services) defined in the
system. Administrators may either create their own matrices of account rights or use the default matrices
provided by the service: full access, author, approver, view.

Signature Class - name of the User or Users used to build the operation sign-off matrix. There are four default
Signature Classes in the service: Manager, Head, Accountant and President. Own Signature Classes can be
created as well.

Operation Sign-off Matrix - a matrix making it possible to define what Users in what relationships and to
what amount can authorise transactions for the account with the given Operation Sign-off Matrix.
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General Assumptions

In order to use the iPKO biznes services, you have to:

- Sign the enclosure discussing the iPKO biznes electronic banking services with the current/ auxiliary
account agreement.

- Sign the “Aktywacja/Dezaktywacja/Zmiana dostepu do iPKO biznes” [iPKO biznes Activation/ Deactivation/
Access Change] form.

- Have “Karty identyfikacyjne” [Identification Cards] signed by the Users who have not been using Bank
services so far.

- Collect the authentication devices and sign the “Potwierdzenie odbioru haset” [Password Receipt
Confirmation].

- Remember the User 1D, and

- Have access configured by the persons indicated by the Account Holder as the Administrator (without
system configuration, Users will not be able to access accounts upon logging into the system); the Bank
may assume the function of the administrator of Users’ rights and parameterise the iPKO biznes system, the
first system parameterisation included, upon the Account Holder’ request. A relevant form has to be filed
with the Bank for the Bank to take over the parameterisation.

The Account Holder has to indicate at least one User that will have the rights of the Administrator in the iPKO
biznes system. When access is configured and rights are managed by the Bank, the Administrator
representing the company will have access to the context data only.
Administrator’s tasks include:
- (optional - there are default ones in the system) Creation of Signature Classes.
- (optional - there are default ones in the system) Creation of defined Matrices of Account Rights.
- Creation of defined Matrices of Service Rights.
- Creation of Operation Sign-off Matrices.
- Allocation of Users to Signature Classes and Matrices of Service Rights.
- Allocation of Operation Sign-off Matrices to Agreements and Matrices of Account Rights to Users,
- Allocation of Operation Sign-off Matrices to Services.
- (optional) activation of service of waiting for funds,
(optional) naming of accounts and setting of sorting,
- (optional) account grouping, and
(optional) parameterisation of access restrictions for the iPKO biznes system, when needed.

Upon performing all the above-discussed activities, other Users will become able to use the iPKO biznes
system. To start the access configuration, the Administrator has to log into the iPKO biznes system.
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System Logon

First System Logon
To use the iPKO biznes service, enter the address www.ipkobiznes.pl in the internet browser. On the logon
screen you will see the fields:

- User ID - enter the number given by the Bank employee,
- Token Password - leave this field empty,

- Password - enter the start-up password (access password), given upon signing the agreement and then
accept it by clicking on OK.

The User will be asked for token activation now. This operation requires you to give the token prompt for the
given operation code. In the next step, the User will be asked to change the start-up password into the
individual Password. Access passwords are entered into form fields in the form of invisible characters.

NOTE! User ID and Password are also used to activate the phone service. Call the HELPLINE to activate
the service.

Subsequent System Logon
When logging into the iPKO biznes system for another time, the User has to enter:

- User 1D - the number given by the Bank employee,
- Token Password - the password generated by the token,

- Password - the individual password,
and then accept it by clicking on OK.
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http://www.ipkobiznes.pl/

Drogi Kliencie, ze wzgleddw bezpieczenstwa prosimy o potwierdzenie Twojej tozsamosci przez ponowne podanie
numeru klienta i hasta. Po poprawnym zalogowaniu wrdcisz do miejsca, w ktdrym ostatnio sie znajdowaltes w ramach
serwisu internetowego.

LOGOWANIE i BEZPIECZENSTWO

Identyfikator 1234567

PAMIETAN
uzytkownika E

Bank nigdy nie poprosi Cie
o podanie jednoczesnie kilku koddéw
lub hasetl z karty koddw.

-+ wiece o bezpieczenstwie

Hasfo z tokena (esssense

[+] [5] [+

Haslo essswses

“ WYCZYSC »

Data Import Creator

Data Import Creator is a functionality with which the Administrator may define input formats in the context.
Defined formats will be available for Users on the import side, in the drop-down field, where the format of the
imported file is chosen.

The following formats can be defined with the creator:

- domestic transfer order (including transfer orders to the Social Insurance Institution and Tax Office),
- foreign transfer order,

- domestic counterparty, and

- foreign counterparty.

Basic Information

| 1. | With the creator you may process files that have data of one data record in one line. |
‘ 2. ‘ Both fixed-point files and floating-point files can be processed. ‘
‘ 3. Any number of formats can be defined. ‘
4. NOTE! Publication of at least 1 format will disable the Detect automatically option in the context (on the “Import z pliku”
[Import from the file] page).
‘ 5. ‘ With the creator you may process text files, also those saved as *xls files (Excel sheets). ‘
6. Transactions imported in the format defined on the basis of the foreign transfer order template and sent via PKO Bank
Polski or PLN transfer orders sent to domestic accounts will be moved to a separate batch with domestic transfer orders.
7. Supported file characters:abcdefghijklmnopqrstuvwxyzqc¢etn6$zZABCDEFGHIJKLMNOPQR
STUVWXYZACEENOSZ70123456789/
-2:().,"+{} CRLF Space
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Defined Format Management
Functionality available in the section: Dostep - > Dane kontekstu - > Formaty plikow [Access - > Context data
- > File formats]

-
-

As shown on the above screen, Users with administrator rights will be able to choose one from 4 available
templates. Users without administrator rights will only have passive information about the formats defined in
the context (if defined).

Upon using the function in the “Dodaj nowy format“ [Add new format] section, the process of new format
creation chapter will start (as discussed in the following).

All formats created will be shown on the page: “Formaty plikow” [File formats].

-+ Kanaty Dostepu Formaty plikow przewodnik administrators

-+ Dane kontekstu

Dodaj nowy format: -» Przelew krajowy - Przelew zagraniczny - Kontrahent krajowy -» Kontrahent zagraniczny
-+ Klasy podpisu

+ Schematy uprannier do Mazwa formatu Typ szablonu Status
rachunkdw
+ Zmien status
-+ Schematy uprawnier do + Szczeqdhy
usiug krajowy pin Frzelew krajowy Aktywny + Zmief
-+ Schematy podpisywania * Usuit
operacji .
* Zmier status
-+ Nazwy rachunkdw + Szczeqdly
krajowy pin-excel Przelew krajowy Aktywny N
. -+ Zmien
+ Grupy rachunkéw > oot
= Usuii
-+ Zarzadzanie dostepem
[ommes ey
~+ Formaty plikéw # 52czeqdl
Krajowy statopozycyiny Przelew krajowy Aktywny —_

-+ Dane osobowe

+ Usui

The following options will be available next to each format:

- “Zmien status” [Change status] - enables starting and ending publication of the format in the context.
Inactive status means that although defined in the context, the format created will not be available for Users
on the file import screen.

- “Szczeqoty” [Details] - the page showing the format details with the option to download as a PDF file,

- “Zmien” [Change] - enables format modification,

. “Usun” [Delete] - enables format deletion.
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Format Definition - Template Common Fields
Upon using one of the templates available in the “Dodaj nowy format“ [Add new format] section, the process
of format definition will start.

| Field name

| Description |

Format name

Text field of 35 characters. The name has to be unique in the context and has to differ from the names of existing
basic and additional formats.

Use other format
settings

This option allows you to copy the settings of another format already defined in the context. Upon choosing this
option, the system opens an additional screen with the list of available formats.

Code page

Change of the code page from the default value “Wykryj automatycznie” [Detect automatically] will result in the
situation where the code page will be automatically set in the defined format at the time the User chooses a
given format during import. We recommend keeping the “Wykryj automatycznie” [Detect automatically] option,
unless you encounter problems with polish diacritic marks.

Amount decimal
mark

Specify the amount separator used in the file. Files with amounts in Polish grosz can also be processed.

Date format

When the date field is used in the file, specify the date format.

Date separator

Field available when the date format has been given. Specify if and if yes then what kind of separator was used
in the date field.

Cut down too

This option is dedicated for text fields like Szczegoty operacji” [Operation details], or “Oane kontrahenta”

long values in [Counterparty details] - for the files having too many characters in those fields (over 140), the system will
text fields. import the file upon deleting all the characters outside of the said limit - the field ending characters.
For fixed-point files, the filling-in characters will be recognised first and then the length of proper data will be
verified with excessive data potentially deleted.
File type Specify whether the file is a fixed-point or floating-point one.

Data separator

Enter the character or a sequence of characters (max. 5) that are used as file field separators. Note: data
separator is the field shown for floating-point files only.

Text qualifier

When the file uses a text qualifier, you may specify a character or a sequence of characters (max. 5). The
qualifier should start and end the text field. No separate pairs of qualifiers should be used for sub-fields. Note:
text qualifier is the field shown for floating-point files only.

Separator in
many-line fields

This option is dedicated for text fields like Szczegoty operacji” [Operation details], or “Dane kontrahenta”
[Counterparty details] - when the file uses a sub-field separator, you may specify it in the format and then the
file line division will be preserved in importing. Note: separator in many-line fields is the field shown for floating-
point files only.

replacement

Character With this function you may specify a character or a sequence of characters that will be ignored during import to

deletion the system. Note: the characters specified for deletion cannot be used in the format as the format structure
elements. For example: a character being a field separator in the file cannot be deleted from that file. Take care
not to make the file incompliant with the format when using this function.

Character With this function you may specify a character or a sequence of characters that will be replaced with another

character/ a sequence of characters during import to the system. Note: the characters specified for replacement
cannot be used in the format as the format structure elements. For example: a character being a field separator
in the file cannot be replaced in that file. Take care not to make the file incompliant with the format when using
this function.

File has a header

When a file has a header, check the option and enter the number of header lines in the file (counted up-down in
the file). Header data will be ignored in import.

File has a footer

When a file has a footer, check the option and enter the number of footer lines in the file (counted up-down in
the file). Footer data will be ignored in import.
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File Structure Setting
File structure is set by copying the layout of fields in the file to be imported.

There are two checkbox fields in the upper section part:
- Ungroup the field "Szczegoty operacji” [Operation details],
- Ungroup the field "Nazwa i adres kontrahenta” [Counterparty’s name and address].

This function is dedicated for the formats not using many-line fields for the counterparty’s data or operation
details items.

Upon using this function, 140-character text fields (4 x 35 characters) will be replaced with 4 separate fields,
each of 35 characters.

The fields that can be used to create the format are on the left. The format being created is on the right - it has
mandatory fields (marked in red) by default.

Okresl strukture danych w pliku

DRozgrupuj pole "Szczegoty operagji® DRozgrupuj pole "Mazwa i adres kontrahenta™

Pola dostepne

Data operadji
Waluta

Referende zleceniodawcy

DODAJ ,

DODA] WSZYSTKO »

4 USUN WSZYSTKO

Struktura pliku

Kwota operadji
Numer rachunku zleceniodawey
Numer rachunku kontrahenta

Nazwa i adres kontrahenta

Pole ignorowane 4 USUN Szczegoly operacgji
wymagane

W GORE W DL

Informacja o wybranym polu Przykiad operagji

Nazwa i adres kontrahenta

Fole wymagane

Dlugosc: minimalnie 1 - maksymalnie
140 albo 4 x 35 znakow (z uzydem
separatora podpdl). Pole
wielowierszowe, alfanumeryczne,

Kwota operacji;Numer rachunku zleceniodawoy;Numer rachunku kontrahenta;
Mazwa i adres kontrahenta;Szczegoty operadi

When defining the format, you should use the add/ delete options with which you may add a given field to
the structure created or delete a field from it. To define the sequence of fields, specify the field in the

“Struktura pliku” [File structure] and later use the option “W gore” [Up] or “W dot” [Down). For fixed-point files,
you should also specify the length of each field.

You will see the following extra functions at the bottom of the screen:

- “Informacja o wybranym polu” [Selected field details], showing the parameters of the selected field such as
length and mandatory/optional status, etc.

- “Przyktad operacji” [Operation example], showing the current format parameterisation, considering the field
separator and the sequence of fields in the format. For fixed-point files, the length of each field will be also
shown.

Upon creating the format, on the confirmation screen you will need to specify the status (“active” format will

be available for Users, “inactive” format will be saved, but will not be published). The operation has to be
authorised with the token code.
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Format Definition - Fields Typical for Social Insurance Institution and Tax Office

In order to use a given format to place transfer orders to the Social Insurance Institution or Tax Office, you
have to use the “Typ przelewu” [Transfer type] field in the format. Upon moving the field to the “Struktura
pliku” [File structure] part, you will see an additional window:

Struktura pliku

Kwota pfatnosd

Mumer rachunku zleceniodawcy
Murner rachunku kontrahenta
Mazwa i adres kontrahenta
Szczegoly platnosc

VD Prz

m
m

W GORE W DO
Definiowanie wartosci pola "Typ przelewn”
Przelew swykty 1
Przelew do ZUS 2

Przelew do US 3

Enter the value to mark lines in the field with standard transfer orders to the Social Insurance Institution and
Tax Office in the “Definiowanie warto$ci pola” [Field value definition] “Typ przelewu” [Transfer type] field.

Example: as you can see on the screen - when you enter value “1” in the “Typ przelewu” [Transfer type] field,
the system will interpret a given file line as a standard transfer order. When the field has value “2”, all such
lines will be interpreted as transfer orders to the Social Insurance Institution; value “3” will mean that a given
transfer order is an order sent to the Tax Office.

Operation Title - Social Insurance Institution / Tax Office - Floating-point Formats
Inclusion of specific data in operation details (transfer order title) in line with the Elixir standard in the
imported file is mandatory. You may find all the details of definition of such titles for floating-point files on
the iPKO Biznes logon page in the file: “Struktura pliku wejsciowego iPKO Biznes ELIXIR-O” [Input File
Structure - iPKO biznes - ELIXIR-O].

Operation Title - Social Insurance Institution / Tax Office - Fixed-point Formats
Sub-field separators should not be used for fixed-point files. Hence, the title for the Social Insurance
Institution should be defined using the following structure (values separated with “/”):

/NIP/NNNNNNNNNN/TI/RNNNNNNNNNN/TWP/X/DKL/RRRRMM/NRD/NN/DUT/XXXXX
field 1: NIP (tax identification number) - constant value

field 2: NNNNNNNNNN - tax identification number

field 3: Tl - constant value

field 4: 10 type and number (R - REGON (statistical identification number), P - PESEL (personal identification
number), 1 - Identity Card No., 2 - Passport No.)

field 5: TWP - constant value

field 6: payment type, 1 character (values supported as per Elixir structure).

field 7: DKL constant value

field 8: declaration date, format: YYYYMM or MMYYYY

field 9: NRD - constant value

field 10: declaration number, 2 digits

field 11 DUT - constant value
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field 12: Social Insurance Institution decision number.

Example with decision number:
/NIP/5250007738/T1/R016298263/TWP/U/DKL/201401/NRD/01/DUT/1234

Example without decision number (without the last 2 fields):
/NIP/5250007738/T1/R016298263/TWP/M/DKL/201401/NRD/01

You may use the above title structure from the transfer order to the Social Insurance Institution for floating-
point files.

The structure for the Tax Office in the fixed-point files is identical to that in the floating-point ones; no sub-
fields are used here (you do not need to move to a new field the data when the limit of 35 characters was
exceeded).

Format Definition - Fields Typical for Foreign Transfer Order
For a foreign transfer format, you have to define a glossary for the “Instrukcje dotyczqce optat” [Fee
instruction] field.

Similarly to the transfer orders to the Social Insurance Institution and Tax Office, there is an extra window
under the file structure where you should to define your own values or use the default settings.

Example: as you can see on the screen - when a given operation in the file has in the “Instrukcje dotyczqce
optat” [Fee instruction] field value “1” this would mean that a given transfer order is to be imported with the
cost clause set as SHA, “2” means BEN and “3” OUR.

Cost clauses:

SHA - the sender pays the costs of the sender bank and the beneficiary pays the costs of other banks,
BEN - the beneficiary pays the costs of the sender bank and other banks,

OUR - the sender pays the costs of the sender’s bank and other banks.

Struktura pliku

Kwota platnosd

Waluta

Mumer rachunku zleceniodawcy
Mumer rachunku kentrahenta

Mazwa i adres kontrahenta
Szezegdty platnosc

Kod banku benefigenta SWIFT [ ABA
Kraj banku benefigenta

Kraj benefigenta

Rachunek oplat

Instrukcje dotyczace oplat

W GORE w DOE
Definiowanie wartosci pola "Instrukcje
dotyczgce oplat”

SHA 1
BEM 2
OUR 3
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Processing of MS Excel Files
Data Import Creator enables processing of files saved as MS EXCEL sheets.

NOTE! All cells should be marked as text fields; cell formatting should be avoided. The file should be
saved as the Excel 97-2003 (xIs) file. The xIsx format is not supported.

Since each transaction should be saved in one line and subsequent fields should be placed in separate
columns, field separators are not needed - the creator will interpret each column as a new field.

We recommend creating an xIs sheet, checking or all cells as text fields and filling in data afterwards. Target

formatting should be chosen for the data copied from other programs/ files. Failure to do so can cause
format change and import problems.
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Access Configuration

Access can be configured in a few ways. Way 1 consists in defining Glossary Data, that is Signature Classes,
Matrices of Account Rights, Matrices of Service Rights and Operation Sign-off Matrices and subsequently
allocating them to relevant Users/ Agreements.

NOTE! Configuration process should end with verification that all rights were correctly awarded.

After logging into the iPKO biznes service, you will see the “Rachunki” [Accounts] menu with information that
there are no active accounts, term deposits or loans. These items of information will be visible only after
configuration.

To start the configuration process, the Administrator has to go to the “Dostep” [Access] menu.

O

Individual access configuration menus will be displayed then. You should start the configuration process from
the “Dane kontekstu” [Context data] sub-menu.

O
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Context Data

Here you can see context information, an overview of agreements in the context, an overview of services in
the context and an overview of Users in the context. You may also activate and configure the service of
waiting for funds here. After choosing the sub-menu “Dane kontekstu” [Context data] sub-menu, the system
will display:

+ Kanaty dostepu Dane kontekstu
Dostepne operacje:-» Drukuj

-+ Dane kontekstu

-+ Klasy podpisu

Identyfikator kontekstu 1693
+ Schematy uprawnier do
rachunkdw Nazwa kontekstu Barcelona -+ Zmien
-+ Schematy uprawnieri do Mumer firmy 66194797
ushug )
Parametry kontekstu Oczekiwanie na srodki (aktywne) przez 1 dzien kalendarzowy + Zmief

-+ Schematy podpisywania
operacji

? O Lista uméw w kontekscie

-+ Grupy rachunkdw Dostepne je: -+ Zmien schemat podpisywania operaci grupowo -+ Zmier schemat uprawnier grupowo
Wybrane umowy: (0)

-+ Zarzadzanie dostepem
‘Schemat podpisywania

-+ e Umowa =
Dane osobowe | operacji

PKOBP Oddzial 56 w Warszawie ul.Bagatela 15, 00-586 Warszawa

+ Szczegdly
, Zmiert schemat podpisywania
operaci
-+ Zmier schemat uprawnien

) Umowa do rachunku: 71102055610000310200071407 Ix

+ Szezegdly
, Zmiert schemat podpisywania
operadi
-+ Zmier schemat uprawnieri

[ umowa do rachunku: 83: 1 71381 1x

-+ Saczeqdly
, Zmieri schemat podpisywania
operaci
+ Zmien schemat uprawnier

[[]  umewa do rachunku: 87 1 71555 x

Lista uslug w kontekscie

Usluga Schemat podpisywania operacji

Zarzadzanie baza kontrahentdw - + Szczeqdty
& = qoty
Wymiana plikdw 13 ZCze

-+ Zmien schemat podpisywania operacii

PKO Cash - + Szezegity

Lista uzytkownikéw w kontekscie

Dostepne operacje: -+ Zmier Kase podpisu grupowao -+ Zrmief schemak uprawnier do ustug gropows -+ Zriier schemat uprawnier grupos

wWybrani uzytkownicy: {0}

Identyfikator Nazwa Klasa Administrator upf;:::lri';aﬁtdo
uzytkownika uzytkownika podpisu
ushug
== Szczeniby
TAK, moZe zmieniad wtasne - Zrieti Mase
L] 1010845 JOLA LOJALMA Prezes Petny podpisu

uprawnienia P PR
., ZIien uprawnienia
do ustug

= Szczegoby.

3 Zrnieri klas
Abar TAK, moZe zmieniad wasne -, EIIEN Kase
PODRECZNY Frezes Lprawnienia Febw prlriy -
. ZIien uprawnienia
do ustug

(Ll 1010725

Waiting for Funds

The iPKO biznes system supports placement of an operation in the absence of funds in the account. The
functionality of waiting for funds causes such operations to be shown in the service with the “Oczekujgca na
srodki” [Waiting for funds] status instead of being rejected. When the account is credited, the operations will
automatically be sent for processing.
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Note: the service is not active by default. To activate it, use the “Zmien” [Change] option on the “Dostep’
[Access] page -> “Dane kontekstu” [Context data], in the “Parametry kontekstu” [Context parameters]
section.

Dane Kontekstu
Dostepne operacje: -+ Drukuj

Identyfikator kontekstu 1693

MNazwa kontekstu Barcelona -+ Zmiern

Mumer firmy 66194797

Parametry kontekstu Oczekiwanie na srodki (nieaktywne)

The service of waiting for funds offers two settings to choose from:

- Unlimited waiting - in that case a transfer order waiting for funds will be kept in the system without time
limits. Its processing date will be automatically changed at the end of each day to the next possible one.

- Waiting for “n” calendar days - it means that a transfer order will be waiting for funds for a defined period.
In special case, when the waiting period is set as 1 calendar day, transfer orders will be waiting for funds
until the end of the current date and then - in the absence funds - they will be rejected at the end of the day.

Creation of Signature Classes

The Administrator should create Signature Classes that they will use to define Operation Sign-off Matrices in
the subsequent configuration stages. Signature Classes are used to “group” Users to easily create operation
sign-off rules effective at the company. There are four standard Signature Classes defined in the i system:

- Manager,

- Head,

- Accountant, and

- President.

The Administrator can add new Signature Classes. A new Signature Class can be defined upon choosing the
“Dodaj klase podpisu” [Add signature class] function.

The new Signature Class will be added to the overview of signature classes in the “Dane kontekstu” [Context
data). Further, for all Signature Classes shown in the “Lista klas podpisu” [Overview of signature classes]
section you may change their name or delete a given class from the overview
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Creation of defined Matrices of Account Rights.
The Administrator should create Matrices of Account Rights using the overview of available rights:

a. Account data:

- Account details,

- View of current balance and available funds in the account,
- Account history view,

- Export, statement, printout of account operations,

- File reports,

- History dispatch by fax,

- View of unsettled transactions, and

- View of the list of waiting/ cancelled/ rejected transactions

b. Term deposits:

- View of an overview of term deposits,

- Term deposits details,

- Term deposit set-up,

- Change of term deposit parameters and management of automated term deposit sessions, and
- Term deposit termination,

¢. Payments and standing orders:

- Payment overview and details,

- Payment set-up, modification and deletion,

- Payment processing,

- Standing order overview and details, and

- Standing order set-up, modification and deletion,

d. Transaction placement:

- Placement of a single standard transfer order,

- Placement of a transfer order between own accounts,

- Placement of a transfer order to the Tax Office,

- Placement of a transfer order to the Social Insurance Institution,
- Direct debit placement,

- Cancellation of a pending transfer order,

- Placement of a foreign transfer order,

- Release of authorised operations, and

- Ordering of collective booking of transactions in batches.

There are four standard Matrices of Account Rights available in the iPKO biznes system:
- Full access,

- Author,

- Approver, and

- View.

NOTE! Matrices of Account Rights do not apply to the Liquidity Management panel.
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The Administrator can create their own Matrix of Account Rights - use the “Dodaj nowy schemat uprawnien
do rachunkow” [Add a new matrix of account rights] function to do that.

When defining a new Matrix of Account Rights, the Administrator should specify the set of User’s rights in the
iPKO biznes system under the Matrix allocated thereto.

NOTE! The operations of term deposit set-up, modification and termination are not governed by the
Operation Sign-off Matrix. Users have to hold relevant rights to make such an operation.

Consequences of activation of individual functions in the Matrix of Account Rights:

- Account data - checking of this field activates (checks) all rights under the “Dane rachunku” [Account data]
section.

- Account details - Users holding such rights can view account details such as: the branch maintaining the
account, interest rate, name of Clients and type of relationships of Clients authorised to manage the
account, frequency of statement generation and the next statement generation date.

- View of current balance and available funds in the account - with this function Clients can view the actual
booking balance and available funds for a given account as well as its currency.

- Account history view - Clients can view the history of selected account transactions (view available after
going to the “Rachunki” [Accounts] sub-menu from the top menu and choosing “Historia rachunku”
[Account history] from the left menu), and also download the document with the transactions sought in the
Excel, POF, CSV, HTML or XML format. This function is necessary to activate the “Raporty plikowe” [File
reports] and “Wysytanie historii faksem” [History dispatch by fax] functions.

- Export, statement, and printout of account operations - with this function you may order and download as
well as print out statements as POF files. The process of rendering available e-statements in the iPKO biznes
system has been detailed hereinbelow.

- File reports - checking this window enables ordering and downloading of daily reports in the MT940 (NOTE!
For the MT940 reports, the Bank does not render available the following details of a given payment
instruction: original operation amount, original operation currency, exchange rate or settlement amount or
currency), Elixir or Kontakt formats. These reports facilitate cooperation with the financial and booking
systems. The information about how to configure the context to render this function available to Clients can
be found hereinbelow.

NOTE! Clients need to have the “Przeglqd historii rachunku” [Account history view] window active to use
this function.
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- History dispatch by fax - you may send the relevant transactions sought in the “Historia rachunku’ [Account
history] sub-menu one by one by fax. This function works only when the “Przeglqd historii rachunku”
[Account history view] is enabled.

- View of unsettled transactions - this function is available upon choosing it in the “Rachunki” [Accounts] top
menu and later from the “Srodki nierozliczone” [Unsettled funds] left menu.

- View of the overview of pending/ cancelled/ rejected transactions - this function is available upon choosing
it in the “Transakcje” [Transactions] top menu.

- Term deposits - checking of this field activates (checks) all rights under the “Depozyty terminowe” [Term
deposits] section.

- View of an overview of term deposits - with this function you can view the term deposits available for a
given context.

- Term deposits details - Users with rights to view details of term deposits can obtain the following
information inter alia: the term deposit account number and name, booking balance, term deposit duration,
set-up and expiry dates, next interest accrual date and term deposit interest rate.

- Term deposit set-up - Users with access to a given function can set up a term deposit through the iPKO
biznes system.

- Change of term deposit parameters and management of automated term deposit sessions - with this
function you may change the manner of managing interest or funds after the expiry date of the term deposit
or change the automated term deposit session. You may also change term deposit renewal options.

- Term deposit termination - with this function you may withdraw funds from the term deposit account before
the end of the contractual period. This entails a loss of all or some interest due.

- Payments and standing orders - checking of this field activates (checks) all rights under the “Ptatnos$ci i
zlecenia state” [Payments and standing orders] section.

NOTE! Payment is a transfer order template with both sender’s account and beneficiary defined as fixed
values. Authorisation code is not required to process the payment.

- Payment overview and details - Users with such rights can view the overview of defined payments along
with payment name, debit account number, beneficiary's data and payment title. They cannot however
modify, set up or delete payments.

- Payment set-up, modification and deletion - requires sign-off and adequate rights to the account wherefor
the payment is defined, that is at least the “Tworzenie, modyfikacja i usuniecie ptatnosci” [Payment set-up,
modification and deletion] and “Lista i szczegoty ptatnosci” [Payment overview and details] rights.

- Payment processing - processing of a defined payment DOES NOT REQUIRE sign-off, but it requires
adequate account rights, that is at least “Wykonanie ptatnosci” [Payment processing] and “Lista i szczegoty
ptatnosci” [Payment overview and details] rights.

- Standing order overview and details - an overview of standing orders shows all standing orders defined in
the electronic access channels and those placed at branches. The overview shows the following information:
beneficiary’s data, debit account number, order description and amount. You can also browse through the
order title and processing calendar in the “Szczegoty zlecenia statego” [Standing order details] view.

NOTE! Standing orders to the Tax Office and Social Insurance Institution are not shown on the online
service.
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- Standing order set-up, modification and deletion - standing order set-up, modification and deletion require
sign-off and adequate account rights, that is at least the “Lista i szczegoty zlecen statych” [Standing order
overview and details] and “Tworzenie, modyfikacja i usuniecie zlecen statych” {Standing order set-up,
modification and deletion] rights.

NOTE! Standing orders with variable amounts placed at PKO Bank Polski branches for payment of
invoices sent directly to the bank cannot be modified. In that case, you can view “Szczegoty zlecenia
statego” [Standing order details] only.

- Transaction placement - checking of this field activates (checks) all rights under the “Zlecanie transakgji”
[Transaction placement] section.

NOTE! You may configure iPKO biznes to segregate the function of the persons setting up transfer
orders, of the persons setting up and approving transfer orders and of the persons approving transfer
orders only.

- Placement of a single standard transfer order - placement of a single domestic transfer order and a batch
one,

- Placement of a transfer order between own accounts - it is a fast transfer of funds between own accounts
(within the context) maintained by PKO Bank Polski.

- Placement of a transfer order to the Tax Office - Users with these rights can make transfer orders to the Tax
Office.

- Placement of a transfer order to the Social Insurance Institution - Users with these rights can make transfer
orders to the Social Insurance Institution.

- Cancellation of a waiting transfer order - this function requires adequate account rights, that is at least
“Anulowanie przelewu oczekujqcego” [Cancellation of a pending transfer order] and “Podglqd listy transakgji
oczekujqgcych/anulowanych/odrzuconych” [View of the overview of pending/ cancelled/ rejected
transactions] rights. By choosing the “Transakcje” [Transactions] option from the top menu, Users may
search for “Oczekujqce na realizacje” [Pending] or “Oczekujqgce na rejestracje” [For registration] transactions
and cancel them.

- Placement of a foreign transfer order - Users with such rights can not only place a foreign transfer order (in
the currency other than PLN), but also browse through the history of foreign transfer orders upon choosing
“Transakcje” [Transactions] -> “Przelew zagraniczny” [Foreign transfer order] option.

- Release of authorised operations - Users can dispatch transactions or batches of transfer orders already
approved by other persons.

NOTE! For the orders to pay sent within EEA a payment will not be processed in the iPKO biznes system
when zero or wrong BIC code of the Beneficiary bank is given or when zero or wrong Beneficiary’s bank
account number is given in IBAN format (or BAN format for payments sent to other domestic banks).

- Ordering of collective booking of transactions in batches - Users can form batches for collective booking
and can view their details.
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NOTE! Collective batches are most frequently used for payroll processing and processing of confidential
transfer orders that are strategic for the Client. Thus, this right can be awarded to those Users only who
have access to this information in the company. Users not having this rights will not have access to
analytical information in the collective batches. N

A new Matrix of Account Rights will be added to the overview of available Matrices of Account Rights.

Creation of Matrices of Service Rights

Matrix of Service Rights defines the rights/ activities a given User holds/ can perform in the iPKO biznes
system as regards services. There are no predefined Matrices of Service Rights in the iPKO biznes service.
When defining them, the Administrator has to create a new matrix on their own, conditional on the scope of
activities a given User is to perform in the iPKO biznes system.

The following service rights can be defined in the iPKO biznes system:

1. Counterparty database management:
- Counterparty set-up, modification and deletion.

2. File exchange:
- Dispatch of files (selected types),
- Receipt of files (selected types),

3. Prepaid cards:
- Corporate cards management,
- Funds reposting,

4. Credit cards:

- Corporate cards management,
- Card ordering and cancellation,
- Card limit change.

5. Charge cards:
- Corporate cards management,
- Card ordering and cancellation,

- Card limit change.
6. Debit cards:
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- Corporate cards management,
- Card ordering and cancellation,
- Card limit change.

7. Liquidity Management
- Passive access to accounts rendered available in liquidity management.

8. Reporting Module
- Reporting module management

The “Zarzqdzanie bazq kontrahentow” [Counterparty database management] service enables you to create
(import included), modify and delete counterparties. Absence of rights to this service means that a User may
view the database of counterparties and use it but not manage it. Since database management does not
require authorisation, no Operation Sign-off Matrix is allocated to the “Zarzqdzanie bazq kontrahentow”
[Counterparty database management] service.

“Wymiana plikow” [File exchange] service is not connected with account access. With the file exchange
function Users have access to all the files dispatched and received within the entire context. With the
“Wymiana plikow” [File exchange] service, files can be dispatched to and received from the Bank. There is an
Operation Sign-off Matrix allocated to “Wymiana plikow” [File exchange] service; it does not however
support operation limit set-up.

“Zarzqdzanie ptynnosciq” [Liquidity Management] service aggregates accounts from many contexts on one
page.

NOTE! Authorised Users will be able to view the history of operations for all accounts shown in the
Liquidity Management panel.

Creation of Operation Sign-off Matrices

Operation Sign-off Matrices define who and on what terms and conditions can authorise a given operation
placed for a given account. To create Operation Sign-off Matrices, the earlier-made Signature Classes are
used. When defining the Matrix, the Administrator may define additional operation sign-off limit formulas.
Example: two signatures of the Manager class, for example, can be required to authorise an operation of
PLN 1 000 000.

To create an Operation Sign-off Matrix, choose the “Dodaj nowy schemat podpisywania operacji” [Add a new

operation sign-off matrix] function. You may change the name of each Operation Sign-off Matrix or delete it
from the overview of matrices.
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An Operation Sign-off Matrix can be not limited by time and then it is a default matrix. When limited by time,
the said matrix is named a time-limited matrix. A time-limited matrix applies for a precisely defined period.
Upon the time expiry, the default matrix applies anew.

NOTE! An Operation Sign-off Matrix is attached to operation when first signature is placed. This means in
particular that change of the Operation Sign-off Matrix will not impact the operations already signed in
the system. For the change to take effect, it is necessary to edit those operations and sign them again.

|

Example:

- in the system there is a matrix requiring placement of 3 signatures. There are operations inputted into the
system which are later signed off by 2 persons. Operations wait for the third sign-off. Should the sign-off
matrix be changed at that time for the one requiring 2 sign-offs only, the above operations will not be sent
for processing, as the number of requisite sign-offs will not be met.

Allocation of Signature Classes to Users

The earlier-created Signature Classes have to be allocated to individual Users. You will find allocation of
Signature Classes in the “Dane kontekstu” [Context data]” sub-menu. On the first screen of that sub-menu
you will see “Lista uzytkownikow w kontekscie” [Overview of context users] among other things. Signature
Classes can be allocated in groups or one by one.

Group Allocation of Signature Classes to Users
When there is such group of Users that can have the same Signature Class, we recommend using the option
of group allocation of Signature Classes to Users.

To allocate the same Signature Class to Users, check individual persons in the “Lista uzytkownikow w
kontekscie” [Overview of context users] section and later choose the “Zmien klase podpisu grupowo [Change
the signature class for a group] option.

Lista uzytkownikow w kontekscie
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Administrator uprawnien do
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Single Allocation of Signature Classes to Users

When a User is to have a separate Signature Class, you should

- act as for the group allocation of Signature Classes, but choose one User only or

- check the selected person in the “Lista uzytkownikow w kontekscie” [Overview of context users] section and

later choose the “Zmien klase podpisu [Change the signature class] option on the first screen of the “Dane
kontekstu” [Context data]” sub-menu.

Lista uzytkownikow w kontekscie

Dostepne operacje: - Zmief klase podpisu grupowo -+ Zmier schemat uprawnier do ustug grupowa -+ Zmien schemat uprawnien grupowo
Wrybrani uzytkownicy: {0)

Schemat
Administrator uprawnien do

u Identyfikator Nazwa Klasa

uzytkownika uzytkownika podpisu

b
. L Zriien Kase

TAK, moze zmicniac whasne

O 1010845 J0LA LOJALMA Prezes LpranniEn Petny Qodplsu _

Fawnienia

Allocation of Matrices of Service Rights to Users

The earlier-created Matrices of Service Rights have to be allocated to individual Users. You will find allocation
of Matrices of Service Rights in the “Dane kontekstu” [Context data]” sub-menu. On the first screen of that
sub-menu you will see “Lista uzytkownikow w kontekscie” [Overview of context users] among other things.
Matrices of Service Rights can be allocated in groups or one by one.

Group Allocation of Matrices of Service Rights to Users

When there is such a group of Users that can have the same Matrix of Service Rights, we recommend using
the option of group allocation of Matrices of Service Rights to Users.

To allocate the same Matrix of Service Rights to Users, check individual persons in the “Lista uzytkownikow w
kontekscie” [Overview of context users] section and later choose the “Zmien schemat uprawnien do ustug
grupowo [Change the Matrix of Service Rights for a group] option.
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Allocation of Matrices of Service Rights to Users requires a sign-off.

Single Allocation of Matrices of Service Rights to Users

When a User is to have a separate Matrix of Service Rights you should use the option of single allocation of
Matrix of Service Rights:

- act as for the group allocation of Matrix of Service Rights, but choose one User only
or
- check the selected person in the “Lista uzytkownikow w kontekscie” [Overview of context users] section and

later choose the “Zmien schemat uprawnien do ustug [Change the matrix of service rights] option on the
first screen of the “Dane kontekstu” [Context data]” sub-menu.

Lista uzytkownikow w kontekscie

Dostepne operacje: - Zmien klase podpisu grupows -+ Zmieri schemat uprawnier do ustug grupows -+ Zmier schemat uprawnien grupowe
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Choose the proper Matrix of Service Rights on the next screen from the drop-down menu.

-+ Kanaty dostepu Zmiana schematu uprawnien klienta do uslug
-+ Dane kontekstu
-+ Klasy podpisu Identyfikator uzytkownika 1010845
-+ Schematy uprawnier do Mazwa Kienta JOLA LOIALMA
rachiunkiv
Uprawnienia domyslne dia ustugi Pelny v

+ Schematy uprawnier do
ustug

-+ Schematy podpisywania “ ANULU) »

operacii
+ MNazwry rachunldw
+ Zarzadzanie dostepemn

-+ Dane osobowe

Przewodnik. Demo  Bezpieczenstwo Oplaty  Oprocentowanie  Kursy wealut Kod BIC (Swift): BPKOPLPW 2008 PKC Bank Polski

Allocation of Matrices of Service Rights to Users requires a sign-off.

Allocation of Operation Sign-off Matrices to Agreements

The earlier-created Operation Sign-off Matrices have to be allocated to agreements (accounts). They are
allocated from the “Dane kontekstu” [Context data] sub-menu. The Operation Sign-off Matrices can be
allocated to agreements in groups or one by one. Apart from the default matrix a time-limited one can be
allocated. It is a matrix to apply for a define period only. Upon the expiry of the period, the default matrix will
apply again.

Group Allocation of Operation Sign-off Matrices to Agreements

One Operation Sign-off Matrix can be allocated to a few Agreements at the same time. To allocate the same
Operation Sign-off Matrix to a few or all accounts, check all the agreements for the account to have the same
Operation Sign-off Matrix in the “Lista uméw w kontekscie” [Overview of context agreements] section in the
“Dane kontekstu” [Context data] sub-menu. Later choose the “Zmien schemat podpisywania operacji
grupowo” [Change operation sign-off matrix for a group].
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From the drop-down menu on the next screen, choose the Operation Sign-off Matrix to apply to all the
accounts under each of earlier-checked agreements. You may also allocate a time-limited matrix.

Modyfikacja schematu podpisywania operacji grupowo

Przypisanie schematu podpisywania operadii dla wiglu umdw spoweduje, 2e wybrany schemat dotyczye bedzie take rachunkdéw w ramach kazdej z

umaw.
Id kontekstu 1693
Nazwa kontekstu Barcelona

71102055610000310200071407
94102055610000380203023859
Lista umdw 83102055610000390200071331
87102055610000320200071555
27102055610000390202962116

Domyélny schemat podpisywania operadji _ [P

praypisany do Umowy Wybierz |Z| wymagane
® @ s

Terminowy schemat podpisywania operacji -/ Brak ‘@ Wazny od ﬂ do E vmenane

przypisany do umowy Wybierz |Z| R

Group allocation of Operation Sign-off Matrices to Agreements requires a sign-off.

Single Allocation of Operation Sign-off Matrices to Agreements
Operation Sign-off Matrices can be allocated to agreements one by one. With this option you may allocate
various Operation Sign-off Matrices to individual Agreements (accounts).

To allocate an Operation Sign-off Matrix to one agreement, find the said agreement in the “Lista umow w
kontekscie” [Overview of context agreements] section (the first screen of the “Dane kontekstu” [Context data]
sub-menu) and later choose the “Zmien schemat podpisywania operacji [Change the operation sign-off
matrix] option.

Lista umow w kontekscie
Dostepne operacje: -+ Zmier schemat podpisyiwania operaci grupowo -+ Zmien schemat uprawnien grupowo

Wrybrane umowy: (1)

Schemat podpisywania

[ ] Umowa -
PKOBP Oddzial 56 w Warszawie ul.Bagatela 15, 00-586 Warszawa
- Szczeqdty
Umowa do rachunku: 711020556100003 10200071407 1x ., Zmier schemat podpisywaria

-+ Zmien schemat upravnien
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Choose the proper Operation Sign-off Matrix on the next screen from the drop-down menu. You may also set
a time-limited one.

Modyfikacja schematu podpisywania operacji dla operacji w ramach danej umowy

Mumer umowy 711020556 10000310200071407
Id kontekstu 1693
MNazwa kontekstu Barcelona
Domyél [ — N

omysiny schemat podpisywania operaci 1x lz‘ pymagane
przypisany do umawy

@ B e

Terminowy schemat podpisywania operacii @ Brak - Wainy od E do E

r wymagane
przypisany do umowy Wyhbierz )

Single allocation of Operation Sign-off Matrices to Agreements requires a sign-off.

Allocation of Matrices of Account Rights to Users
Allocation of Matrices of Account Rights to Users under individual Agreements is the next step. Matrices can
be allocated in 4 ways:

- In the “Lista umow w kontekscie” [Overview of context agreements] section, check the accounts, use the
“Zmien schemat uprawnien grupowo [Change the Matrix of Rights for a group] function and on the next
screen check the Users and the Matrix of Account Rights. With this method you may allocate a given matrix
to many accounts and Users.

- In the “Lista umow w konteks$cie” [Overview of context agreements] section, use the “Zmien schemat
uprawnien [Change the Matrix of Rights] function displayed next to each account and on the next screen
check the Users and the Matrix of Account Rights. With this method you may allocate a given matrix of
account rights to many Users.

- In the “Lista umow w konteks$cie” [Overview of context agreements] section, check the Users, use the “Zmien
schemat uprawnien grupowo [Change the Matrix of Rights for a group] function and on the next screen
check the accounts and the Matrix of Account Rights. With this method you may allocate a given matrix to
many accounts and Users.

- In the “Lista umow w kontekscie” [Overview of context agreements] section, use the “Szczegoty” {Details]
function displayed next to each User. Choose the “Zmien schemat uprawnien” [Change the matrix of rights]
on the next screen. A page will be displayed on which you may define the matrix of rights for each account
the User has access to. With this method you may allocate matrices of several account rights to one User.

Group Allocation of Matrices of Account Rights
Method 1 - Overview of context agreements:

Check the accounts and select “Zmien schemat uprawnien grupowo [Change the Matrix of Rights for a
group].

Lista umow w kontekscie

Dostepne operacje: -+ Zmier schemat podpisviwania operacii arupowe®™ Zmier schemat uprawnier Qrupor
wWybrane umowy: {3}

Schemat podpisywania
operaciji

Umowa

PKOBP Oddzial 56 w Warszawie ul.Bagatela 15, 00-586 Warszawa

= Szrzenity

.  Zmien schemat podpisywania
Umeowa do rachunku: 71 1020556100003 10200071407 1x » SIS

> Zmier schemat uprawnier

- Szczeqoby
Umowa do rachunku: 87 1020556 10000320200071555 1% . Zmieti schemst podpisyuwania

operacii
-~ Zmier schemat uprawnier
+ Szozeqity

. ., Zmief schemat podpisywania
Umowa do rachunku: 8310205561 0000390200071381 1x + operacii

= Zrierh schemak uprawnier)
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Check the Users and the matrix of rights on the next screen:

+ Kanahy Dostepu Grupowa zmiana schematu uprawnien do rachunkéw
+ Klasy podpisu Przypisanie schematu upravwnien do umowy spowoduie, 2e wybrany schemat dobyczwd bedzie takie rachunkdw w ramach tej umowy,
-+ Schematy uprawniern do
hurkz

reennas Identyfikator kontekstu 1693
-+ Schematy uprawnien do

ustug A Mazwa konteksty BARCELONA
-» Schematy podpisywania Murmer Firmy 66194797

Dol 711020556 100003 1020007 1407

Liska umdw 5710205561000032020007 1555

-+ N kg
* ey radnio £3102055610000390200071381
-+ Zarzgdzanie dostepem

-+ Dane osobowe

Wybierz uzytkownika

+ Profil inwestycyjny

Identyfikator uzytkownika Nazwa uzytkownika Administrator
1007720 ANNA BANKOW Tak, moze zmieniad wiasne Uprawnienia
1007816 AMTONI GALIDI NIE
75781934 (1011544) GUSTAW GOLFSTROM TAE, moze zmieniad wasne uprawnienia
1010845 JOLA LOJALMA Tk, moze zmieniad wiasne Uprawnienia
1010725 ADAM PODRECZNY TAE, moze zmieniad whasne uprawnienia

Wybierz schemat uprawnien

Schemat uprawnien Wybierz - wymagans

Brak uprawnier

Pelny dostep ANULUJ »
Tworzacy
Podpisujacy
Podglad
Przewodnik  Demo  Bezpieczenstwo  Opfaby  Oprocentowanie  Kursy walut wift): BPKOPLPYY i©) 2008 PO Bank Polski

Group allocation of Matrices of Account Rights requires a sign-off.
Method 2 - Overview of context users:

Check the Users and select “Zmien schemat uprawnien grupowo [Change the Matrix of Rights for a group].

Lista uzytkownikow w kontekscie

Dostepne operacje: -+ Zmier Kase podpisu grupowo -+ Zmien schemat uprawnien do ustug grupovd
Wybrani uzytkownicy: (2}

Identyfikator Nazwa Klasa Schemat

uzytkownika uzytkownika podpisu

Administrator uprawnien do
ustug

-+ Szrzeqoby
., Zmien Kase
podpisu
Zriien uprawnienia
e
do ustug

TAK, moZe zmieniac whasne Petny

v
1010845 JOLA LOJALMA Prezes Lprawnienia

-+ Szczeqoby
., Zmied Klase
podpisu
Zriien uprawnienia
.
do ustug

A0amM BiEs TAK, moze zmieniac whasne Pelny

v
L PODRECZHY upramnienia

Check the accounts and the matrix of rights on the next screen:
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+ Kanaty Dostepu

¥

Klasy podpisu

+

Schematy uprawnien do
rachunkdw

B

Schematy uprawnien do
ustug

-+ Schematy podpisywania
operacji

+ Mazwy rachunkdw
-+ Zarzgdzanie dostepem
-+ Dane osobowe

+ Profil inwestycyiny

Przewodnik  Demo  Bezpieczeristwo

Grupowa zmiana schematu uprawnien do rachunkéw

Przypisanie schematyu uprawnien do umowy spowoduje, Ze wybrany schemat dotyczyd bedzie bakze rachunkde wramach tej umowy,

Identyfikator konkeksty 1683
Mazwa konbekstu BARCELOMA
Murner Firriy 66194797

1010845 - JOLA LOJALMA

Lista u2ythomrild 1010725 - ADAM PODRECZNY

Wybierz rachunek

Umowa

PKOBP Oddziat 56 w Warszawie ul.Bagatela 15, 00-586 Warszawa

Umowa do rachunku: 71102055610000310200071407

Umowa do rachunku: 87102055610000320200071555

Umowa do rachunku: §3102055610000390200071381

Wyhblerz schemat uprawnien

Schemat uprawnisn

Wybierz -

WYMEgEne

Brak uprawnieri
Pelny dostep
Tworzacy
Podpisujacy
Podglad

ANULUJ »

Optaty  Oprocentowanie  Kursy walat wift): BPKOPLPYWY 2008 PEO Bank Paolski

Group allocation of Matrices of Account Rights requires a sign-off.
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Single Allocation of Matrices of Account Rights
Single allocation of matrices enables work with a defined account or user.
Allocation of matrices to defined accounts - Overview of context agreements:

Use the “Zmien schemat uprawnien [Change the Matrix of Rights] function displayed next to the account:

Lista umow w kontekscie
Dostepne operacje: -+ Zmier schemat podpisywania operacii grupowo -+ Zmien schemat uprawnisn grupowo

Wybrane umowy: (0)

Schemat podpisywania

| Umowa operacii
PKOBP Dddzial 56 w Warszawie ul.Bagatela 15, 00-586 Warszawa
“+ Szrzenity
[0 umowa do rachunku: 71102055610000310200071407 1% ., Z0nief schemt podpisywania
Check the Users and the matrix of rights on the next screen:
+ Kanaty dostepu Grupowa modyfikacja schematu uprawnien
+ Klasy podpisu Przypisanie schematyu uprawnien do umowy spowoduje, 2e wybrany schemat dotyczye bedzie takie rachunkdw v ramach bej umowey,
+ Schemat}f uprawnien do
R Identyfkator kantzkstu 1693
+ Schematy upravinier do Mazwa kantekstu BARCELONA
ustug
e —— Mumer firmy B6194797
operaci Urnowa da rachurku 7110205561 000031020007 1407

-+ Mazvy rachunkam

+ Zarzgdzanie dostepem

> [BES GELES Wyhbierz uzytkownika
Identyfikator uzytkownika Nazwa uzytkownika Schemat uprawnien Administrator
1010545 JOLA LOJALNA Petny dostep TAK, maze zmieniad whasne uprawnienia
1010725 ADAM PODRECZNY Petny dostep TAK, moze zmieniac whasne uprawnienia
1007518 AMTOML GAUDL Petny dostep MIE
1007720 ANNA BAMKOWA Petny dostep TAK, moze zmieniad whasne uprawnienia
7S7E1934 (1011844) GLISTAW GOLFSTROM Petny dostep TAK, maze zmieniad whasne uprawnienia

Wybierz schemat uprawnien

Schemat uprawnier Wybierz R

Brak uprawnien

Peiny dostep ANULUJ »
Tworzacy
Podpisujacy
Przewodnik  Demo  Bespieczenstwo  Optaty  Oprocentowanis  Kursy walat Podglad Kod BIC (Swift): BPKOPLPW ) 2008 PKO Bank Polski

Allocation of Matrices of Account Rights requires a sign-off.
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Allocation of matrices to defined Users - Overview of context users:
Use the “Szczegoty” {Details] function displayed next to each User.

Lista uzytkownikoéw w kontekscie

Dostepne operacje: -» Zmier klase podpisu grupoven -+ Zmier schemak uprawnieri do ustug grupowo -+ Zmier schemat uprawnien grupowo
Wrybrani uzytlkownicy: (D)

u Identyfikator Nazwa Klasa Schemat

Administrator uprawnien do

uzytkownika uzytkownika podpisu e

. R Zrnien klase
TAK, moze zmieniad whasne “F -
uprawnienia Pefny M@ o
Zriien Uprawnienia
dio ustug

[} 1010545 JOLA LOJIALMA Prezes

e

You will see a “Dane klienta” [Client data] page with accounts to which the User can have or has a matrix of
rights allocated. Use the “Zmien schemat uprawnien [Change the Matrix of Rights] function.

-+ Kanaty dostepu Dane klienta
-+ Klasy podpisu Tdentyfikator uzytkownika 1010845
+ Schemaby uprawnien do Mazwa klienta JOLA LOJALMA
bk
racnuno Adrministrator TAK, moZe zmieniad wtasne upramnienis

-+ Schematy uprawnien do
ustug

~» Schematy podpisywania
aperaci Lista umow klienta

-+ Mazwy rachunkdm

Dostepne opeky

+ Zarzadzanie dostepern Umowa Schemat uprawnien
-+ Dane osohowe PKOBP Oddzial 56 w Warszawie ul.Bagatela 15, 00-586 Warszawa
Umowa do rachunku: 711020556 1000031020007 1407 Pedny dosten *» Rarhunki specyficzne
Umowa do rachunku; 87102055610000320200071555 Petny dostep ** Rachunki specyficzne
Umowa do rachunku: 831020556 10000390200071381 Pedny dosten *» Rarhunki specyficzne

Lista uslug klienta

Dostepne operacje: -+ Zmier schemat uprawnien do ustug

Ushuga Schemat uprawnien
Z2arzadzanie baza kontrahentdw Petrry
Wymiana plikow Pefry
PKO Cash Erak
Karty przedptacone Petry
Karty kredytowe Petriv
Karty obciazeniowe Petry
Karty debetowe Brak
POWROT »
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You will see a “Zmiana schematoéw uprawnien do rachunkéw klienta” [Change of matrices of rights to client
accounts] with User’s accounts and the option to allocate matrices of rights.

-+ Kanaly Dostepu Zmiana schematow uprawnien do rachunkow klienta

-+ Klasy podpisu Identyfikator kontekstu 1683
+ Schematy uprawniern do MNazwa konteksty BARCELONA

rachunkdv

TMurnet Firmy 66194797

~» Schematy uprawnien do

ushug Identyfikator w2ytkownika 1010845
-+ Schematy podpisywania Mazwwa klienta JOLA LOJALNA

aperacii

P J Administrator TAK, mozZe zmieniad v#asne uprawnienia

-+ Mazwy rachunkdw

-+ Zarzadzanie dostepem
+ Dane osobowe Lista umow klienta

-+ Profil inwestycyiny Umowa Schemat uprawnier

PKOBP Dddzial 56 w Warszawie ul.Bagatela 15, 00-586 Warszawa

Umowa do rachunku: 71102055610000310200071407 Pelny dostep v

Umowa do rachunku: 87102055610000320200071555 Pelny dostep v

Umowa do rachunku: 83102055610000390200071381 Pelny dostep v
Przewodnik. Demo  Bezpieczefistwo  Optaty  Oprocentowanie  Kursy walut Fiod BIC {Swift): BPEOPLPW 2008 PEO Bank. Polski

Allocation of Matrices of Account Rights requires a sign-off.

Allocation of Operation Sign-off Matrices to Services

The Operation Sign-off Matrices created earlier within the context have to be allocated to services. They are
allocated from the “Dane kontekstu” [Context data] sub-menu. The Operation Sign-off Matrices can be
allocated to services in groups or one by one.

NOTE! The “Zarzqdzanie bazq kontrahentow” [Counterparty database management] service does not offer
an option of allocation of Operation Sign-off Matrices.

Single Allocation of Operation Sign-off Matrices to Services

Single allocation of Operation Sign-off Matrices to Services (to the service of file exchange) is the next step of
the configuration process.

To allocate an Operation Sign-off Matrix to Services, check the ‘Wymiana plikow” [File exchange] service in
the “Lista umow w kontekscie” [Overview of context agreements] section (the first screen of the “Dane
kontekstu” [Context data] sub-menu) and later choose the “Zmien schemat podpisywania operacji [Change
the operation sign-off matrix] option.

Lista uslug w kontekscie
Ustuga Schemat podpisywania operagji

Zarzadzanie baza kontrahentow - -+ Szczegoty

E Tt
Wymiana plikdw 5
o > -+ Zmien schemat podpisywania 09@ ji
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Choose the proper Operation Sign-off Matrix on the next screen from the drop-down menu.

Single allocation of Operation Sign-off Matrices to Services requires a sign-off.

NOTE!
e The “Zarzqdzanie bazq kontrahentow” [Counterparty database management] service does not offer an
option of allocation of Operation Sign-off Matrices,
e For the ‘Wymiana plikow” [File exchange] service there is a possibility of allocating an individualized
Operation Sign-off Matrix on a level of a given type of file, other than a global Operation Sing-off
Matrix for this entire service.

Rachunki Transakcje Ustugi dodatkowe \Wymiana plikow Dostep Kontakt i PKO I Wyloguj
+ Kanaly dostzpu Dane ustugi w kontekscie Przewodnik administratora
-]

-+ Klasy podpisu
Ustuga Wymiana plikdwr
-+ Schematy uprawnien do
rachunkdw Domyslny schemat Fodplsy\\rama operagji podpis -+ Zmiest
przypisany do usfugi e
-+ Schematy uprawnien do
ustug Terminowy schemat podpisywania operagji

s .
przypisany do ushugi Zmien

-+ Schematy podpisywania
operacji

¥ podpisy ia operacji i do o h typow plikow
-+ Nazey rachunkow - .

Dostepne operacje: -{ Zmien grupowo
-+ Grupy rachunkdw

Schemat podpisywania operacgji

+ Zarzadzanie dostepem Typ pliku / Nazwa
+ Formaty plikéw Domysiny Terminowy

-+ Dane osobowe O MPY | Wyplaty masowe Domyslny dla ustugi Domysiny dla ustugi -+ Zmief

OTR { Inne - -
- -

WPR [ Karty - zestawienia

O T09 / Protokoly roznic Domyélny dla ustugi Domyslny dla ustugi + Zmief

Lista klientéw uprawnionych do pracy w ramach ustugi

Identyfikator uzytkownika Nazwa uzytkownika Schemat uprawniesi do ustug
2501137 ADRIAN SKALKOWSKI ushugi
POWROT »

In order to do that You shall enter the details of a given service, where You may allocate different Sing-off
Matrices for particular types of files.

After making the steps described, you have completed the configuration process. You may see a summary of
activities in the “Dane kontekstu” [Context data] sub-menu. At this stage you may print the configuration
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details in the form of a “Wniosek o konfiguracje dostepu...” [Access configuration request] available on the
“Dostep” [Access] -> “Dane kontekstu” [Context data] -> “Dostepne operacje” [Available operations] ->
“Drukuj” [Print] menu.

Dane kontekstu
Dostepne operacj.

Identyfikator kontekstu 1051
MNazwa kontekstu ELSS'A -+ Zmien
Mumer firmy 43810340

Account Sorting
The iPKO biznes system offers two basic account sorting options for overviews:

- default sorting - account sorting by currency, followed by account type, and at the end in the down-up
mode, as per the last 16 account number digits, and

- alphabetical sorting - by account name, down-up mode.

Sorting setting applies to the entire system and all users. To change the sorting setting, choose “Nazwy
rachunkow” [Account names] in the “Dane kontekstu” [Context data] sub-menu and later the “Zmien”
[Change] option in the “Kolejnos¢ wyswietlania rachunkéw na listach” [Order of account display in the
overviews] section.

Rachunki Transakcje Karly PKOCas Ustugi dodatkowe Wymiana plikéw Dostep Zarzadzanie plynnodcia  Kontakt i PKO B Wyloguj
+ Kanaly dostepu Kolejnos¢ wyswietlania rachunkow na listach E
-+ Klasy podpisu Wedtug nazw rachunkdw (alfabetycznie)
-+ Schematy uprawnien do
rachunkdw
-+ Schematy uprawnier do Lista rachunkéw

ustug Dostepne je: -+ Zmien nazwy rachunkdw

~+ Schematy podpisywania Mazwa rachunku Mumer rachunku

operadi
Umowa do rachunku 71 1020 5561 0000 3102 0007 1407

Rachunek 01 711020 5561 0000 3102 0007 1407

+ Grupy rachunkdw
DEP ALIT 2 08 1020 5561 0000 3507 0009 5414
+ Zarzadzanie dostepem
S0 1020 5561 0000 3507 0010 8779
-+ Dane osohowe
Umowa do rachunku 83 1020 5561 0000 3902 0007 1381

Account Naming
Account naming is an optional element of the configuration process; it is an extra option at the stage of

access configuration by the Administrator at the company. We recommend account naming especially when
you intend to use the function of account sorting by name.

Account naming in the iPKO biznes system makes it easier to manage and identify accounts. It is a
convenient function for the Clients holding numerous accounts or needing extra grouping (PLN accounts, FX
accounts or payroll accounts, for example).

NOTE! All Users see the same account name. One account cannot have different names, conditional on
the User logging into the system. Account names have to be unique. You can name accounts in the “Dane
kontekstu” [Context data]” -> “Nazwy rachunkéw [Account names] sub-menu, upon choosing the “Zmien
nazwy rachunkéw [Change account names] function.

|
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Account Grouping
The account grouping function can be used for two purposes:

- to group accounts in “Rachunki” [Accounts] and “Transakcje” [Transactions] sections,
- to group accounts in the “Zarzqdzanie Plynnosciq” [Liquidity Management] panel.

Account Grouping is a two-stage process. First you have to create groups and later allocate accounts to
those groups.

Hotline (Monday - Friday 8:00-18:00): 801 36 36 36, 61 855 94 94 fees as per telecom operator’s tariff Version 8 ~ Page34/47



Creation of Account Groups
To create a group, on the “Dane kontekstu” [Context data] page, choose the “Grupy rachunkéw” [Account
groups] item in the menu and then “Administrowanie nazwami grup” [Group name administration].

+ Kanaly Dostepu Grupy rachunkow - Konfiguracja
R—— |
*+ Klasy podpisu Mazwa kontekstu Barcelona E‘
-+ Schematy uprawnieri do
rachunkdw b - . . . . .
Wybrane rachunki (0) Dostepne -» Zmiany zhiorczo -» Przypisywanie rachunkdw pojedynczo
-+ Schematy uprawnien do
ushug = Numer umowy Nazwa rachunku Nazwa kontekstu Grupa rachunkéw
¢ ERITRE TN ATS [} 711020 5561 0000 3102 0007 1407 Rachunek 01 Barcelona
operadji
o [ o ] 83 1020 5561 0000 3902 0007 1381 Rachunek 02 Barcelona
-+ Grupy rachunkéw [ 87 1020 5551 0000 3202 0007 1555 Rachunek 03 Barcelona
+ Administrowanie nazwami
arup
-+ Zarzadzanie dostepem
-+ Dane osobowe
Przewodnik Demo Begpieczeristwo Oplaty Oprocentowanie  Kursy walut Kod BIC (Swift): BPKOPLPW © 2008 PKO Bank Polski

Now choose the “Dodaj nowq grupe” [Add a new group] option.

+ Kanaty Dostspu Administrowanie nazwami grup E
-+ Dane kontekstu

-+ Klasy podpisu

Priorytet R Zarzadzanie

-+ Schematy uprawnien do sortowania plynnoscia
rachunkdw

-+ Schematy uprawnien do
ustug

+ Schematy podpisywania
operadji AMNULUJ »

-+ Mazwy rachunkdw

=+ Grupy rachunkdw

-+ Administrowanie nazwami
grup

-+ Zarzadzanie dostepem

+ Dane osobowe

Przewodnik Demo Bezpieczeristwo Oplaty Oprocentowanie  Kursy walut Kod BIC {Swift): BPKOPLPW © 2008 PKO Bank Polski

To create a group:

- set the sorting priority (applicable to the drop-down-like menus where groups are shown)

- enter a group name,

- check at least one checkbox “Modut podstawowy” [Basic module] or “Zarzqdzanie ptynnosciq” [Liquidity
Management],

- and then you may create other groups: “Dodaj nowq grupe” [Add a new group].
at the end click on OK and authorise the operation.

NOTE! When none of the above checkboxes is checked, the system will allow you to create a group, but it
will not be used in any functionalities - it will not be active. The “Modut podstawowy” [Basic module]
checkbox is used to group accounts in “Rachunki” [Accounts] and “Transakcje” [Transactions] sections,
while the “Zarzqdzanie ptynnosciq” [Liquidity Management] one to group for the “Zarzqdzanie ptynnosciq”
[Liquidity Management] panel purposes as the name suggests. You may add a group on both sides, check
both checkboxes to do that. J

—_—
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Group Allocation of Accounts
To allocate accounts to a group, go to the “Grupy rachunkéow” [Account groups] page. To allocate accounts to
groups, you may check all or selected accounts (using checkboxes) and later use one of two options:

- account allocation one by one, or
- collective changes.

Choose the former option when the accounts checked are to belong to different groups and then you have to
select a group per account.

The latter option is used when the accounts checked are to belong to the same groups.

NOTE! Collective changes overwrite the current settings, and hence the accounts will belong to the
groups selected on the group allocation screen only.

-+ Kanaty Dostepu Grupy rachunkow - Konfiguracja
S |
~* Kasy podpisu Nazwa kontekstu Barcelona
-+ Schematy uprawnien do
rachunkdw N . . . . . .
Wybrane rachunki (3) Dostepne operacje: -+ Zmiany zhiorczo -+ Preypisywanie rachunkdw pojedynczo
-+ Schematy uprawnien do
ushig Humer umowy Nazwa rachunku Nazwa kontekstu Grupa rachunkdéw
? EFETRE R 711020 55610000 3102 0007 1407 Rachunek 01 Barcelona
operadji
. 83 1020 55561 0000 3902 0007 1331 Rachunek 02 Barcelona
+ Nazwy rachunkdw
-+ Grupy rachunkéw 87 1020 5561 0000 3202 0007 1555 Rachunek 03 Barcelona
-+ Administrowanie nazwami
arup
-+ Zarzgdzanie dostepem
+ Dane osobowe
Przewodnik Demo Bezpieczefistwo Opfaty Oprocentowanie Kursy walut Kod BIC (Swift): BRKOPLPW © 2008 PKO Bank Polski

On the allocation screen, choose the “Dodaj” [Add] option and check the group the accounts are to belong to.

Account Grouping for Liquidity Management Purposes

You may allocate groups to accounts from other contexts in the “Zarzqdzanie ptynnosciq” [Liquidity
Management] panel. To activate this option, the Bank has to set the parameters first. To allocate groups to
accounts from other contexts, use the “Nazwa kontekstu” [Context name] field on the “Grupy rachunkow”
[Account groups] page.

Liquidity Management
In the Liquidity Management panel you may display accounts not only from your own context, but also from
other contexts.

NOTE! For the account to be displayed in the “Zarzqdzanie ptynnosciq” [Liquidity Management] panel, it
has to be allocated at least one group, used for the Liquidity Management panel. Group allocation of
accounts has been detailed in the chapter dedicated to account grouping (4.13).

The above dependency can be used to configure availability of a given account in the “Zarzqdzanie
Ptynnosciq” [Liquidity Management] panel. Example: a payroll account can be excluded from the presentation
in that it has not been allocated to any group of accounts used in Liquidity Management.
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This is particularly important as each User with Liquidity Management rights can view the history of all
accounts configured in the panel. History view in the Liquidity Management panel is independent from the
Matrices of Account Rights used in the basic module (“Sekcja rachunki” [Account section] and “Transakcje”
[Transactions]).

Rights to “Zarzqdzanie Ptynnosciq” [Liquidity Management] panel are in the Matrices of Service Rights.

Access Management

Restriction of access to the iPKO biznes system is an optional element of the configuration process; it is an
extra option only at the stage of access configuration by the Administrator at the company.

In the iPKO biznes system, the Company Administrator or a Bank employee may both specify the IP
addresses from which specific context Users can log into the system. This means, that you will not able to log
into the system from an IP address other than the one given by the configuring person at the context
parameterisation stage. Configuration of individual settings for Users is still possible.

Furthermore, the iPKO biznes system offers an option to limit the availability time of context for specific Users.
With this function you may temporarily restrict access for Users; that is, access at certain hours: from-to, on
days: business days, Saturday, Sunday, bank holidays.

To restrict access to the iPKO biznes system, choose “Zarzqgdzanie dostepem” [Access management] sub-
menu in the “Dane kontekstu” [Context data] section. The system will display an overview of IP addresses with
access to the context, the overview of Users with details of their current access (that is a list of valid IP
addresses from which Users can log into the system) and the details system access within defined time limits.

5 .
Rachunki Transakcge Ustugi dodatkowe Wymianaplikow Dostep Kontakt 1 P KO ‘T Wyloguj
-+ Kanaly dostepu Lista IP z dostepem do kontekstu [?]
-+ Dane kontekstu Dostepne operacje:-» 0
+ Klasy podpisu
. Identyfikator kontekstu 1051
-+ Schematy uprawnier do
rachunkaw Mazwa kontekstu ELSS'A
-+ Schematy uprawnier do Mumer firmy 48810340
usfug
IPKO biznes dostepne z IP bez ograniczert -+ Zmien
-+ Schematy podpisywania
operacji
+ Nazwy rachunkdw
-+ Zarzadzanie dostepem
Dostep uzytkownikow
-+ Dane osobowe €p Y
Identyfikator uzytkownika Nazwa uzytkownika Ustawienia dostepu
1004718 MORTEN SWETER Domysine dia kontekstu + Zmien
27074767 (1004737) SKIEN TELEMARK Domysine dla kontekstu + Zmien
1004756 JOZEF JAROSZ Domysine dia kontekstu + Zmienf
1004742 RAFALFLIS Domysine dia kontekstu -+ Zmier
1004761 GRZEGORZ FLIS Domyélne dia kontekstu = Zmier

The iPKO biznes system enables the Clients who plan to commission the Bank with its parameterisation to
print out a “Wniosek o konfiguracje dostepu do iPKO biznes przez Bank - ograniczenia dostepu” [iPKO biznes
system access configuration request - access restrictions] form.

Access Management by IP Address

The iPKO biznes system offers an option to limit the IP addresses from which you may log into the company’s
context. No restrictions are set by default. To restrict service access for selected network addresses or change
the list of accepted IP addresses, choose the “Zmien” [Change] function.
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Upon choosing the “Zmien” [Change] option, the system will display context details. At this stage you may
specify the IP addresses from which the iPKO biznes system can be accessed for a given context.

Further, you may specify the IP addresses for specific Users by choosing the “Zmien” [Change] option for a
given User name.

Dostep uzytkownikéw

Identyfikator uwiytkownika Narwa uZytkownika Ustawienia dostepu
1004718 MORTEM SWETER Domyéine dla kontekstu R
27074767 (1004737) SKIEN TELEMARK Domyéine dia kontekstu @
1004758 JOZEF JAROSZ Domysine dla kontekstu -5 Zmief
1004742 RAFAL FLIS Domyszine dla kontekstu -+ Zmief
1004761 GRIEGORZ FLIS Domyzine dla kontekstu -+ Zmierf

Selection of the “Zmien” [Change]” option will display the IP addresses available for a given User. Setting of
restrictions will result in the situation where Users can log into that context from defined IP addresses only.
10 IP addresses can be set

Access Management - Predefined Time Limits

The iPKO biznes system has the function to limit the availability time of context for specific Users. With this
change you may temporarily restrict access for Users; that is, access at certain hours: from-to, on days:
business days, Saturday, Sunday, bank holidays. In order to do that, choose the “Zmien” [Change] option for
a given User.

Dostepnos¢ systemu

Dostepne operacje: -+ Zmien arupowo

Identyfikator Dni ustawowo wolne
uzytkownika od pracy
I3 1004718 MORTEN SWETER 05:00 - 17:45 Dgl_z'l'fifzeﬁ Brak ograniczer Aktynny
r 27074757 (1004737) SKIEN TELEMARK 05:00 - 17:45 Dgiﬁ'ﬁzeﬁ Brak ograniczer Aktywny -+ Zmief
r 1004756 JOZEF JAROSZ Brak ograniczen Tmtgcfg' Niedostepry Aktywny -+ Zmief
r 1004742 RAFAL FLIS Brak ograniczen Tmtgc‘:g' Niedostepry Aktywny -+ Zmief
r 1004761 GRZEGORZ FLIS Brak ograniczen ogrBall.:Ezeﬁ Brak ograniczen Aktywny -+ Zmien
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Then the system will display a table to define the limits for that User.

You may set the iPKO biznes system availability for a few Users in the “Zmien grupowo” [Change for a group]
option.

Dostepnosc systemu

Identyfikator Nazwa Dni ustawowo wolne
uiytkownika uytkownika od pracy
3 1004718 MORTEN SWETER 05:00 - 17:45 Brak Brak ograniczen Aktywny -+ Zmiefi
ograniczer
r 27074757 (1004737) SKIEN TELEMARK 05:00 - 17:45 Brak Brak ograniczeri Aktywny -+ Zmien
ograniczeri
- 4o g . ) e Tylko dni " , by [P
r 1004756 JOZEF JARCSZ Brak ograniczen robocze Miedostepny Alchywny + Zmien
r 1004742 RAFAL FLIS Brak ograniczen Trég‘gcgg' Niedostepny Aktywny -+ Zmief)
r 1004761 GRIEGORZ FLIS Brak ograniczen .B@k . Brak ograniczen Aktywny -+ Zmief
ograniczeri

Blocking of File Operation Modification

The iPKO biznes system offers a function of blocking edition of imported files with transactions. This function
is available from the “Zarzqdzanie dostepem” [Access management] menu and applies to the entire context,
that is all Users and accounts. You cannot block selected accounts/ Users.

Use the “Zmien” [Change] option to enable/ disable the blocking function.

Blokada modyfikacji operaciji z pliku [?]

Status blokady NisaktywiG -+ Zimieri

Blocking activation limits the functionality available for Users when importing domestic and foreign batches

and on the batch details page.

Import of domestic batches

- no option to overwrite the debit account number, and

- no option to change the ordered processing date (save for the VIDEOTEL file which keeps the date change
option).
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Import of foreign batches

- no option to overwrite the debit account number,

- no option to overwrite the number of the account to settle fees and commissions, and
- no option to change the ordered processing date.

Batch details:

- no option to change the batch name,

- no option to manually add any transaction type,

- no option to copy, move transactions to new or existing batches,

- no option to delete transactions, and

- editing of domestic transactions is limited to the option to change “sposob realizacji’ [the manner of
processing] (standard, sorbnet), for foreign transactions data can be supplemented as regards bank
selection (transactions with “Edytowana - wymaga uzupetnienia” [Editable - to be supplemented] status).

Operation sign-off and release
- no date validation upon transaction dispatch for processing.

NOTE! Functionality limits do not apply to the batches imported to the system before blocking activation
date. Blocking deactivation impacts the batches made afterwards. “Blocked” batches will preserve their
status despite blocking deactivation.

Verification of Check Digit for Imported Files

Check digit verification is an extra security measure with which you may check whether the transactional file
imported to the iPKO biznes system is identical to that generated by the financial and booking system. When
the file was modified in any manner whatsoever, the iPKO biznes system will not allow you to import it. This
function is available from the “Zarzqdzanie dostepem” [Access management] menu.

You may enable verification for two types of files:
1) those imported to create batches with domestic and foreign transactions.

NOTE! You cannot verify the check digit for binary files - despite being enabled, the check digit
verification will not be performed in that case.

2) bulk withdrawal files imported in the FILE EXCHANGE section.

Use the “Zmien” [Change] option to enable/ disable the check digit verification.

Weryfikacja sumy kontrolnej importowanych plikdw E

Status - TRANSAKCIE Migakkbywngf - Zmier

Stabus - WYMIAMA PLIKOW Migakkywna\ -+ Zmier

The file check digit should be computed using the algorithms: SHA1 (160b), MD5 (128b) and attached as the
last line to the file.
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Verification of Imported Files Duplicates
Verification of imported files duplicates is a security measure against undesired double file import to the iPKO
biznes system. Use the “Zmien” [Change] function to enable/ disable verification. Verification applies to files

with operations imported in the TRANSACTIONS section. Check of imported file duplicate will apply for 3
months from the first import.

Weryfikacja duplikatéw importowanych plikéw E

Status Nie weryfikuj -+ Zmien

The "Ostrzegaj przed duplikatem" [Warn when duplicate] status displays a warning when a duplicate of an
already imported file is being imported. You may import the file once more upon confirmation. The "Nie

pozwalaj na import duplikatu" [Do not allow duplicate import] will preclude another import of an already
imported file.

Personalization of the Session Duration Time

The iPKO biznes system gives a possibility of changing a session duration time. There are 4 options available:
5,10, 15 or 20 minutes, where 10 minutes is given as a default setting. Personalization of a session duration
time is set for all users in a given context

NOTE! Recommended session duration time is 10 minutes. Setting a longer than recommended time of
duration may inflict in an increased risk of an unauthorized access to the iPKO biznes in case of not logging
out from the system by the user.
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Activation of Selected Services - Detailed Procedure

Activation of Statements Service

The option to download electronic statements from the iPKO biznes system requires adequate rights that are
enabled by the by the Administrator at the company. In the “Schematy uprawnien do rachunkow” [Matrices
of Account Rights] menu, the Administrator chooses the “Szczegoty” [Details] function to verify that a given
User has the “Eksport, wyciqg, wydruk operacji na rachunku” [Export, statement, printout of account
operations] right in the allocated Matrix of Account Rights (under the account). When this option is not
enabled, go back to the “Schematy uprawnien do rachunkéw” [Matrices of Account Rights] menu and choose
the “Zmien” [Change] option for a given matrix.

Lista schematow uprawnien do rachunkow

Dostepne operacje: -+ Dodai nowy schemat uprawnien do rachunkdw

Id schematu uprawnien Nazwa schematu uprawnien

-+ SzCzeqoly
3773 Peiny dostep -+ Zmien

Upon choosing the “Zmien” [Change] option, check the function shown below.

-» Kanaty dostzpu Modyfikacja schematu uprawnien do rachunkow
-+ Dane kontekstu
-+ Klasy podpisu 1d schematu uprawniert 3773
-+ Schematy uprawnieri do Mazwa schematu uprawnier Petny dostep
rachunkdw

-+ Schematy uprawnier da Klienci korzystajacy ze schematu uprawnien

ushug

B Identyfikator uzytkownika Nazwa Zakres

operacjt 27074767 (1004737) SKIEM TELEMARK Umowa do rachunku: 04102055610000300200075572
-+ Mazwy rachunkdw 1004756 JOZEF JAROSZ Umowa do rachunku: 04102055610000300200075572
+ Zarzadzanie dostepem 1004761 GRZEGORZ FLIS Umowa do rachunku: 04102055610000300200075572

-+ Dane osobowe

Lista uprawnien

r Dane rachunku Dostzp [ Tworzenie [ Podpisywanie [
Szczeqgdhy rachunku 2
Podglad aktualnege salda i stanu wolnych grodkdw na rachunku v
Przeglad histarii rachunku i~

@'naﬂ. wydruk operacii na rachunku )

Raporty plikowe

-
Wystanie historii faksem v

Przeglad transakgji nierozliczonych na rachunku v

Below the statement function available from the “Rachunki’ [Accounts] -> “Wyciqgi dla Klienta” [Client
statements] menu that has the “Eksport, wyciqg, wydruk operacji na rachunku” [Export, statement, printout of
account operations] option enabled in the Matrix of Account Rights.

Provision of File Reports

With the file reports function you may download daily reports: Elixir, MT940 and Kontakt. They facilitate
cooperation with the financial and booking systems. They have a sequence of characters that can be easily
imported to and read by most financial and booking systems. Among other data, they have the information
about PKO Rachunki Wirtualne [PKO Virtual Accounts] operations for the selected account on the selected
day.

File report access is managed by the Administrator at the company who sets relevant rights. For each User in
the “Schemat uprawnien do rachunkow” [ Matrix of Account Rights] function. The Administrator should enable
the “Raport plikowe” [Report files] and “Przeglqd historii rachunku” [Account history view]” rights.
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-+ Kanaly dostepu Modyfikacja schematu uprawnien do rachunkéw

-+ Dane kontekstu

+ Klasy podpisu 1d schematu uprawniefi 3773
+ Schematy uprawnieri do Mazwa schematu uprawnier Petny dostep
rachunkdw

+ Schematy uprawniefi do Klienci korzystajacy ze schematu uprawnier

usiug
Ides kator uzytkownik: Na: Zak
-+ Schematy podpisywania yiRaiy ownea = s
operacji 27074767 (1004737) SKIEM TELEMARK Umowa do rachunku: 04102055610000300200075572
-+ Nazwy rachunkdw 1004756 JOZEF JAROSZ Umowa do rachunku: 04102055610000300200075572
-+ Zarzadzanie dostepem 1004751 GRZEGORZ FLIS Umowa do rachunku: 04102055610000300200075572

-+ Dane osobowe

Lista uprawnien

r Dane rachunku Dostep [ Twarzenie [ Podpisywanie ™
Szczegdty rachunku
Podglad aktualnego salda i stanu wolnych srodkdw na rachunku
Grzaglaﬁ historii rachunku
Eksport, wydag, wydruk operacji na rachunku
C Raporty plkowe

Wiystanie historii faksem

ﬂﬂUﬂUﬂﬂ

Przeglad transakcji nierozliczanych na rachunku

NOTE! If the Administrator does not enable the “Raport plikowe” [Report files] function in the “Schemat
uprawnien do rachunkéw” [ Matrix of Account Rights] function, the User will not be able to view this

function in the menu on the left. For the MT940 reports, the Bank does not render available the following
details of a given payment instruction: original operation amount, original operation currency, exchange

rate or settlement amount or currency. _—/J
e —
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iPKO biznes System Parameterisation by the Bank

The Bank may assume the function of the administrator of Users’ rights and parameterise the iPKO biznes
system, the first system parameterisation included, upon the Account Holder request.
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Security

Internet Browser and Passwords

We recommend using of the latest browsers when making operations in the iPKO biznes system: Firefox
(Extended Support Release (ESR) versions), Microsoft Internet Explorer (version 8.0 or newer). Further, we
recommend disabling the function of form keeping in the browser.

Never ever render available the password or client number to third parties or enter them on unencoded
pages. The service gets blocked when a wrong password has been entered three times.

All the operations made logging into the www.ipkobiznes.pl internet service are secured with the TLS
(Transport Layer Security) protocol (version 1.2.) by default. TLS 1.0 and SSL (Secure Socket Layer) (version
3.0.) are also acceptable..

Secure Login (Page Address and Certificate)
Before logging into the iPKO biznes internet service, make sure that the connection used is encoded. The
website address in the browser window should be the following: https://www.ipkobiznes.pl/kbi

The login page is secured with the Extended Validation-like certificate, and thus the address bar can be
marked in green (Internet Explorer 7.0 +); the name of the website manager is also displayed (PKO BP Finat
sp. 2 0.0.). Besides the internet address, you should see an encoded connection icon - it is most often
displayed as a padlock (older browsers can show the icon at the screen bottom). To verify that the certificate
is correct, click on the icon and verify the following data:

- The website is managed by: PKO Bank Polski SA, Warsaw, Mazowieckie, PL.

Later, verify the value in the “Odcisk palca” [Thumbprint] field. To do that:

- In the Internet Explorer 8 and 9 browsers, upon clicking on the encoded connection icon, choose the
“Wyswietl certyfikaty” [Show certificates] option, later the "Szczegoty” [Details] tab and find the “Odcisk
palca” [Thumbprint] window at the bottom of the drop-down menu.

- In the Internet Firefox browser, upon clicking on the encoded connection icon, choose the “Wiecej
informacji” [More details] option, later the "Bezpieczenstwo” [Security] tab and the “Wyswietl certyfikat”
[Show certificate] option. In the “Odciski” [Thumbprint] section, find the “Odcisk SHA1” [Thumbprint SHA1]
field.

The correct value of the “Odcisk SHA1” [Thumbprint SHA1] field for the www.ipkobiznes.pl is (both small and
capital letters supported):

208ed9dc 3ae84a5aal1f3396873226ad312957188
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Antivirus Software and E-mail Security

Use of the internet brings the risk of installation of viruses, Trojan horses or spyware-like software on the
computer. To avoid the above risk and make use of electronic banking services safer, it's worth knowing how
to protect yourself best:

Antivirus software - There are many tools to fight viruses that ensure safe use of the internet resources. PKO
Bank Polski recommends that all its clients to use antivirus software. There are numerous paid computer
protecting programs available. You may also use free software that is offered on the net or enclosed with
computer magazines and that also fulfils its purpose well.

Firewall

Firewall - a network wall is another very effective tool protecting against computer viruses. It is hardware with
software or software only that blocks unauthorised access to the secure computer network, a PC or server.
Sometimes, it makes it possible to monitor the outgoing connections, whereby detection is facilitated, and it
prevents installation of such software like Trojan horses or spyware.

E-mail Protection

Remember that by opening e-mails from unknown senders, the User gets exposed to computer infection with
viruses. To protect yourself against it, use the antivirus scanner that will scan each e-mail for viruses or Trojan
horses. All files and client pages opened are also scanned. In this way, you may avoid phishing consisting in
display of a “fabricated” - false website as an original one and, in consequence, block the outflow of
confidential information such as logins, passwords or PIN codes.

Prevention
To make the use of the network as safe as possible, it's worth abiding by a few important rules:

- Since newer and newer viruses appear in the network day by day, you should frequently update the
antivirus software.

- You should never disable antivirus software when working on the net.
- Each file that the User downloads should be scanned for viruses before opening.

- You should frequently update your operating system and browser software. Current patches are published
on software manufacturers’ websites and are a very effective security measure.

Windows system users are recommended to download updates from
http://www.microsoft.com/windows.

Internet Explorer users:

http://www.microsoft.com/windows/ie

Firefox users:
http://www.mozilla.org
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Support for iPKO biznes System Users

iPKO biznes phone service for Corporate Clients and Public Institutions

- 801 36 36 36 * option 3
for phone calls within the country

. +48 (61) 855 94 94 *
for phone calls within the country and from abroad as well as for mobile phones
*fee as per telecom operator’s tariff, hotline (Monday - Friday 8:00-18:00)

iPKO biznes phone service for Small and Medium Entreprises

- 801 307 307
- 801 3PKOBP
- +48 (81) 535 60 60
*fee as per telecom operator’s tariff
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